SOLICITATION NO. TIRNO-04-R-00001
PART IIl - ATTACHMENTS
SECTION J - ATTACHMENT J-10: REFERENCE LINKS

Comply with Policies and Procedures

The Contractor shall comply with Treasury-wide and Bureau-specific security policies, including
but not limited to the following:

1)
2)
3)
4)
5)
6)
7

8)

TDP 71-10 and IRS IRM 25.10 relating to personnel security and remote access,
TDP 85-01 and IRS IRM 1.16 relating to physical security,

FIPS 140-2 relating to agencies that use cryptographic-based security systems to
protect sensitive information in computer and telecommunication systems,
Presidential Decision Directive 63 (PDD-63), Executive Order 13231 (EO 13231),
and Federal Preparedness Circular 65 (FPC-65), relating to critical infrastructure
protection (CIP),

The Privacy Act,

The Office of Management and Budget (e.g., OMB Circular A-130, Appendix IlI;
OMB guidance for compliance with the Federal Information Security Management
Act of 2002),

The Government Accounting Office (e.g., Federal Information System Control Audit
Manual (FISCAM), GAO/AIMD-12.19.6),

The National Institute of Standards and Technology (NIST) Special Publications, in
particular the 800 series, and Federal Information Processing Standards (FIPS), and
Cryptographic standards).

PDD 63

http://www.ciao.gov/resource/directive.html

http://www.fas.org/irp/offdocs/pdd/pdd-63.pdf

EO 13231

http://www.ciao.gov/resource/orders.html

http://www.fas.org/irp/offdocs/eo/eo-13231.htm

Federal Preparedness Circular 65

http://www.fas.org/irp/offdocs/pdd/fpc-65.htm

TDP 71-10

http://www.treas.qgov/regs/td71-10.htm

TDP 85-01

http://www.treas.qgov/regs/td85-01.htm

IRS IRM 1.16, IRS IRM 25.10* (* - requires signing a non-disclosure agreement with IRS)

http://www.irs.gov/irm/

FIPS 140-2

http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf



http://www.ciao.gov/resource/directive.html
http://www.fas.org/irp/offdocs/pdd/pdd-63.pdf
http://www.ciao.gov/resource/orders.html
http://www.fas.org/irp/offdocs/eo/eo-13231.htm
http://www.fas.org/irp/offdocs/pdd/fpc-65.htm
http://www.treas.gov/regs/td71-10.htm
http://www.treas.gov/regs/td85-01.htm
http://www.irs.gov/irm/
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

SOLICITATION NO. TIRNO-04-R-00001

PART Il - ATTACHMENTS

SECTION J - ATTACHMENT J-10: REFERENCE LINKS
OMB Circular A-130, Appendix IlI

http://www.whitehouse.qgov/omb/circulars/al30/al30appendix_iii.html

FISCAM, GAO/AIMD-12.19.6

http://www.gao.gov/special.pubs/ail2.19.6.pdf

The Privacy Act (1974)

http://www.usdoj.qgov/04foia/privstat.htm

http://www.usdoj.qgov/04foia/04 7 1.html

NIST Publications

http://csrc.nist.gov/publications/index.html

800 Series

http://csrc.nist.gov/publications/nistpubs/

FIPS Publications

http://www.itl.nist.gov/fipspubs/

Cryptographic standards

http://csrc.nist.gov/cryptval/
http://csrc.nist.qov/csrc/fedstandards.html

http://www.rsasecurity.com/rsalabs/pkcs/
http://www.cerberussystems.com/INFOSEC/stds/



http://www.whitehouse.gov/omb/circulars/a130/a130appendix_iii.html
http://www.gao.gov/special.pubs/ai12.19.6.pdf
http://www.usdoj.gov/04foia/privstat.htm
http://www.usdoj.gov/04foia/04_7_1.html
http://csrc.nist.gov/publications/index.html
http://csrc.nist.gov/publications/nistpubs/
http://www.itl.nist.gov/fipspubs/
http://csrc.nist.gov/cryptval/
http://csrc.nist.gov/csrc/fedstandards.html
http://www.rsasecurity.com/rsalabs/pkcs/
http://www.cerberussystems.com/INFOSEC/stds/

